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[Agency code] Safeguard Security Report [Year]

Please adhere to the following guidelines when submitting correspondence, reports, and attachments to the Office of
Safeguards:

Report Guidance

e Reports must be completed using official templates provided by the Office of Safeguards. The most current
template may be downloaded from IRS.GOV, keyword “Safeguards” or requested by emailing
SafeguardReports@irs.gov.

e Provide a response for all sections of this report unless instructed otherwise in individual section(s) by the IRS
Office of Safeguards. If a particular section does not apply, please mark the agency response as “Not Applicable
or NA” and provide an explanation.

o If the report refers to external file attachments, the reference should clearly identify the filename and section
contained within the attachment being referenced.

e Attachments must be named clearly and identify the associated section in the SSR.

e Attachment filenames must follow a standardized naming convention (e.g., SSR2.1, SSR3.1).

e Do not embed the attachment into the SSR.

e For sections where attachments are not requested but require the agency to demonstrate that policies and/or
procedures are documented, please provide the policy or procedure title and/or identifier, version number, date
of last update, executive level-approver and a 2-3 sentence description of the policy/procedure contents. The
IRS will request to evaluate the document during the next onsite review.

Submission Guidance

e SSR and all attachments should be sent electronically to the Office of Safeguards using Secure Data Transfer
(SDT), if the agency participates in the SDT program. If the agency does not participate in SDT or SDT is
otherwise not available, these transmissions should be sent via email to the SafeguardReports@irs.gov mailbox.

e Files must be sent encrypted via IRS approved encryption techniques using the standard Safeguards password.
The password may be requested by contacting SafeguardReports@irs.gov.

e Upon receipt of your report submission, you should receive two confirmation messages. The first message will
be an automated response shortly after the submission. The second confirmation will be sent by an Office of
Safeguards staff member and will be routed internally to the appropriate case worker. If an automated
confirmation is not sent back to you, there was an error in your submission. If this occurs, please send an e-mail
back to the IRS Office of Safeguards mailbox without attachments and request assistance.

e Please note that the IRS Office of Safeguards does not accept hard copy submissions.
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Safeguard Security Report Certification

The Mission of the Office of Safeguards is to promote taxpayer confidence in the integrity of the tax
system by ensuring the confidentiality of IRS information provided to federal, state, and local agencies.

Recipient agencies that legally receive federal tax information (FTI) directly from either the IRS or from
secondary sources (e.g., Social Security Administration [SSA], Office of Child Support Enforcement [OCSE]),
pursuant to IRC 6103 or by an IRS-approved exchange agreement, must have adequate programs in place
to protect the data received, and comply with the requirements set forth in IRS Publication 1075, Tax
Information Security Guidelines For Federal, State and Local Agencies.

By signing this certification, the Agency Head certifies that the Safeguard Security Report (SSR):

Addresses all Outstanding Actions identified by the IRS Office of Safeguards from the prior year’s
SSR

Accurately and completely reflects the agency’s current environment for the receipt, storage,
processing and transmission of FTI

Accurately reflects the security controls in place to protect the FTI in accordance with Publication
1075

Additionally, the Agency Head certifies that by receiving FTI directly from either the IRS or from secondary
sources the agency will:

Assist the IRS Office of Safeguards in the joint effort of protecting the confidentiality of FTI

Report all data incidents involving FTI to the IRS Office of Safeguards and TIGTA timely and
cooperate with TIGTA and Office of Safeguards investigators, providing data and access as needed
to determine the facts and circumstances of the incident

Support the on-site Safeguard review to assess agency compliance, including manual and
automated compliance and vulnerability assessment testing and coordinating with information
technology (IT) divisions to secure pre-approval, if needed, of automated system scanning

Support timely mitigation of identified risk to FTI in the agency’s Corrective Action Plan (CAP)

Agency Head Name Agency Head Title

SSR Ten

(s

SR must be signed by agency head on at least an
annual basis, and prior to SSR submission

Note: a formal cover letter is no longer required with the
agency submission as long as the certification page is
signed




[Agency code] Safeguard Security Report [Year]

1 Outstanding Actions

During review of the content of this report, the Office of Safeguards will identify sections that require update with the following
year’s SSR. This may be due to planned actions by the agency, controls planned or partially in place, or requests for additional
information.

The following sections require agency updates in the next SSR submission. /\

[Leave blank for 2014 SSR submission] ( \

- IRS Office of Safeguards will document comments throughout
the SSR template under “IRS Response”

- Summarized responses will be included in Section 1:
Outstanding Actions

- Throughout our review, we will proactively work with your
agency (e.g., conference calls) to minimize open comments
and provide clarification on how they can be addressed

- Revised submissions will not be required until the next annual
reporting cycle for accepted SSRs J

Include Name, Title, Mailing
Address, Email address, and
Telephone number for all agency

point of contacts
2 Agency Information
N/

The questions in Section 2, Age nformation must be updated annually.

2.1 Agency Director Usually the agency director level POC

Provide the name, title, address, email address and
telephone number of the agency official, including but
limited to: agency director or commissioner authorized
to request FTI from the IRS, the SSA, or other authorized
agency.

2.2 Safeguards Point of Contact Usually a security manager, privacy officer or disclosure officer

Provide the name. title. address, email address and —would be the primary designated contact to work with IRS on

telephone number of the agency official responsible for | operational matters
implementing the safeguard procedures, including the
primary IRS contact.

2.3 IT Security Point of Contact Usually an IT security manager/officer, responsible for the

Provide the name, title, address, email address and implementation of safeguard procedures and compliance
telephone number of the agency official responsible for with Publication 1075 security controls

implementing the safeguard procedures, including but
not limited to the agency information technology
security officer or equivalent.

3 Current Period Safeguard Activities

The questions in Section 3, Current Period Safeguard Activities, pertain to the activities conducted by the agency during the
specified reporting period. Section 3 must be updated annually.

Please provide all responses directly in the body if the SSR. If documentation is requested, please provide as an attachment.

~ —

Section 3 is for reporting only on the current period of safeguard activities

Annotated SSR Template Version 1.1
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3.1.1 FTI Data Received (Current Reporting Period)

Summarize the FTI received during the reporting period (both electronic and non-electronic). At a minimum, include the:
source, type of file or extract, and volume of records received. This could be extracts from IRS, data from SSA, OCSE,
Bureau of Fiscal Service or other agencies, ad hoc requests received electronically or in paper.

Note: The reporting period’s record keeping logs required in Publication 1075 Section 3 for electronic and non-electronic data would
meet this requirement.

Publication 1075: Section 3.0

Agency SSR Response:
Please remove blue template guidance text prior to submission, and include agency SSR response in this field
<<Section 3 is for reporting only on the current period of safeguard activities — agency responses should include:

e Source
e Name of file/extract
e Volume

An overview of the basic data types and extracts the agency stores, transmits, or processes; as well as agency policies and
procedures regarding record keeping requirements, shall be reported in Safeguarding Procedures (Sections 5-8)>>

/\

IRS Respansa — o~

The agency must establish a tracking system to identify and track the location of electronic and non-electronic
FTI received by IRS. A log of FTI received from the IRS may include tracking elements, such as:
Taxpayer name or other identifying number

Tax year(s)

Type of information (e.g., revenue agent reports, Form 1040, work papers)

The reason for the request

Date requested

Date received

Exact location of the FTI

Who has had access to the data

If disposed of, the date and method of disposition

Qﬂ must not be maintained in the log

O O OO OO OO0 Oo

3.1.2 Disposal of FTI (Current Reporting Period)

Summarize the FTI destroyed during the reporting period (both electronic and non-electronic). Include the method of
destruction, media (paper, backup tapes, hard drive, etc.), and volume of records (or media) destroyed.

Note: The reporting period’s record keeping logs required in Publication 1075 Section 3 for electronic and non-electronic data would
meet this requirement.

tion 1075: Section 8.0

Please note this section is specific to the current reporting cycle only.
Please document all FTI disposed (or returned to the IRS) during the
agency’s current reporting period.

Section 8.1 (Disposal) will be used to document agency methods, policies,
and procedures of FTI disposal (when not returned to the IRS) and will
include a sample of the destruction log.

. J

Annotated SSR Template Version 1.1
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Agency SSR Response:

sanitization performed depends on two factors:

times during transport.

method must make the FTI unreadable or unusable.

be witnessed by an agency employee.

This section is for documenting how FTI has been sanitized and/or disposed during the agency’s reporting cycle. The type of

e  Whether or not the media is to be reused by the agency for continued use with FTI
e  Whether or not the media will be leaving agency control

Agencies electing to return IRS information must use a receipt process and ensure that the confidentiality is protected at all

FTI furnished to the user and any paper material generated therefrom, such as copies, photo impressions, computer printouts,
notes, and work papers, must be destroyed by burning or shredding. If a method other than burning or shredding is used, that

FTI must never be disclosed to an agency’s agents or contractors during disposal unless authorized by the IRC. Destruction must

IRS requires that a log be maintained to log all FTI media sanitization actions that are performed.

Please report on what FTI was destroyed during the reporting period.

IRS Response:

3.1.3 Re-disclosure of FTI

Does the agency have a current (p)(2)(B) agreement(s)?

Has the agency re-disclosed FTI through a (p)(2)(B)
agreement?

Publication 1075: Section 11.4

O Yes
O No
O Yes
O No

If Yes, provide the agency to which FTI was provided and the
number of records provided:

3.1.4 Reports of Internal Inspections

Has the agency completed all inspections identified in its
plan for the reporting period?

Please provide copies of a representative sampling of the
Inspection Reports and a narrative of the corrective
actions taken (or planned) to correct any deficiencies.
Attachments: Internal inspection reports, or sampling of
Publication 1075: Section 6.4

Federal agencies authorized by
statute to enter into re-disclosure
agreements are required to provide
a copy of the executed agreement to
the Office of Safeguards within 30
days of execution. The electronic
copy must be sent to the Office of
Safeguards via SDT. If SDT is not
available, the agreement may be
emailed to the

O Yes
O No

Annotated SSR Template Version 1.1
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Agency SSR Response:

Internal inspections are similar to a self-assessment mechanism, and are reported to IRS on an annual basis. Internal inspection
templates are available on the Safeguards web site on IRS.gov. Key areas that should be addressed by internal inspections

include:

e Record Keeping

e Secure Storage In addition to checking ‘Yes’ or ‘No’ for

e Limited Access Section 3.1.4, please provide a copy (or

e Disposal sampling of) internal inspection reports from

e Computer Systems Security the current reporting period. In the Agency
SSR response, please document a harrative

See Publication 1075 Section 6.4 for additional detail. regarding how corrective actions have taken

place, or will take place to correct any
identified deficiencies from the inspections.

IRS Response:
The agency'’s inspection plan will be reviewed

\under Section 7.1 below. /

4 Changes to Safeguarding Procedures

The questions in Section 4, Changes to Safeguarding Procedures, pertain to any changes made by the agency during the
specified reporting period. Section 4 must be updated annually.

Please provide all responses directly in the body if the SSR. If documentation is requested, please provide as an attachment.

4.1 Current Period Changes

4.1.1 Has the agency provided requested updates in this Ul Yes
year’s SSR to all sections identified as Qutstanding 0 No Question only applies to second year
Actions from the previous submission? SSRs and beyond
For initial SSR submissions in 2014,
4.1.2 Has the agency received any new forms of FTI, to 0 Yes please state Not Applicable
include extracts, MOU initiatives, or other forms of 0 No

data sharing during the reporting period?
If Yes, briefly describe here and update section 5.1:

4.1.3 Has the agency discontinued receipt or use of any FTI Ul Yes

. . o
during the reporting period? 0 No

If Yes, briefly describe here and update section 5.1:

4.1.4 Has the flow of FTI changed due to the addition of a O Yes
business process, business unit, or new or enhanced 0
information system?

No

If Yes, briefly describe here and update section 5.2:

4.1.5 Has the agency conducted a review of staff with access | [ Yes
to FTI to ensure those whose status has changed have 0

No
had their physical and/or system access removed?

Annotated SSR Template Version 1.1
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4.1.6 Has the agency added or changed contractors with
access to FTI?

If Yes, has the agency submitted the appropriate 45
day notifications to the Office of Safeguards?

Publication 1075: Section 7.4.3

& )

0 Yes Contractors consist of, but are not limited to:

0 No cloud computing providers, consolidated data
centers, off-site storage facilities, shred
companies, IT support, or tax
modeling/revenue forecasting providers

0 Yes (question applies to contactor companies)

0 No

J

If Yes, briefly describe here and update section 5.2:

4.1.7 Has the agency made any changes or enhancements to
its information technology systems, to include
hardware, software, IT organizational operations

(movement to state run data center), or system

O Yes
O No

If Yes, briefly describe here and update section 9.2:

e New or additional office locations
o Off-site storage or disaster recovery sites
e Data centers

e Changes to two-barrier protection standard?

security?
4.1.8 Has the agency made any changes or enhancementsto | (1  Yes
its physical security, to include: 0 No

If Yes, briefly describe here and update section 9.3.11:

4.1.9 Has the agency made any changes or enhancements to
its retention and disposal policy or methods (e.g.
outsourced disposal to shredding company, change in
shredding equipment, off-site storage procedures and

changes in retention period)?

O Yes
O No

If Yes, briefly describe here and update section 8:

4.1.10 Has the agency changed its use of FTI for the purpose
of tax modeling?

Publication 1075: Section 7.4.3

4.2.1 Isthe agency planning any action that would
substantially change current procedures or
safeguarding considerations? Such major changes
would include, but are not limited to, new computer
equipment, facilities, or systems, or organizational
changes.

4.2 Planned Changes \

O Yes
O No

If Yes, briefly describe here and update section 5.2:

0 Yes
0 No
If Yes, briefly describe here:

/\

Safeguarding Procedures / \

Annotated SSR Template Version 1.1
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The questions in Sections 5 through 10 pertain to the procedures established and used by the agency for ensuring the
confidentiality of FTI that is received, processed, stored, or transmitted to or from the agency. These sections should be
updated as needed to accurately describe the procedures in place.

The IRS Office of Safeguards may request additional information be provided in subsequent SSR submissions. Those
sections will be identified in the Outstanding Actions table.

Please provide all responses directly in the body of the SSR. If documentation is requested, please provide as an
attachment.

5 FTI Flow and Processing

5.1 FTI Data

Document the data types and extracts the agency receives, processes, stores, or transmits to or from the agency. This could
be extracts from IRS, data from SSA, OCSE, Bureau of Fiscal Service or other agencies, ad hoc requests received
electronically or in paper. Please document how the agency complies with Publication 1075 record keeping requirements.

See Publication 1075 Section 3.0

Agency SSR Response:
Please remove blue template guidance text prior to submission, and include agency SSR response in this field

<<Different from Section 3.1.1: FTI Data Received (Current Reporting Period), please document all data types and extracts
received, processed, stored, or transmitted by the agency. If the list provided in Section 3.1.1 (Currently Report Period) is all-
inclusive, it can be referenced in Section 5.1.

Please document how the agency complies with Publication 1075 record keeping requirements.>>

o~

IMPORTANT! If contractors are permitted to view, access, process,
store, transmit, or destroy FTI, please document under Section 5.2:
- ldentify the contractor and provide specific information as to
what they can and cannot do

IRS Response:

5.2 FTI Flow \/

Provide a description of the flow of FTI through the agency from its receipt through its return to the IRS or its destruction
e All business units or offices that use FTI
e How itis used or processed
e How itis protected along the way
Describe whether FTI is commingled with agency data or separated.
e If FTlis commingled with agency data, describe how the data is labeled and tracked.
e If FTlis separated from all other agency data, describe the steps that have been taken to keep it in isolation.

Describe the paper or electronic products created from FTI (e.g. letters, agency reports, data transcribed, spreadsheets,
electronic database query results).

Describe where contractors are involved in the flow of FTI including, but not limited to, data processing, disposal, analysis,
modeling, maintenance, etc.

Note: Off-site storage and/or disaster recovery staff, consolidated data center staff or contractor functions must be described.
Attachments: FTI flow diagram(s) [recommended]

See Publication 1075 Section 3.0

Annotated SSR Template Version 1.1
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Agency SSR Response:

Logical flow of FTI from the point it is received to its end point destination.

Since we look at all systems that “receive, store, process and transmit” FTI, we need to understand where the data flows
through the network, access points, and systems that it flows through or is stored in.

- For example, if data is received from the hub at an XML gateway and then passed from there to database server,
does it pass through different network segments?

- What devices does it pass through at each hop, e.g., firewall, switch, router, FTP server?
- From the database server, is it queried by an application server to be processed by an end user on a workstation?
- Include networked multi-functional printer/scanner/fax devices if those are involved in processing FTI.

- Describe the paper or electronic products created from FTI (e.g. letters, agency reports, data transcribed,
spreadsheets, electronic database query results).

- Include online backup servers for data backups.

- Identify if field offices that electronically access FTI, the method of connectivity (e.g. VPN), as well as any other
forms of remote access and the path that takes, e.g., workstation to VPN concentrator.

- For communication channels, provide transmission protocol (e.g. HTTP, HTTPS, FTP, SFTP)

- Describe where contractors are involved in the flow of FTI including, but not limited to, data processing, disposal,
analysis, modeling, maintenance, etc.

The best way to do this is provide a network diagram that shows the various hops, systems along the path, and access
points.

Commingling relates to how the data is stored and stems from the requirement of Publication 1075 Section 5.2. When data
is commingled, it must be identified at the most minor level. For example, if data is commingled at the table level, i.e. a
database which contains dedicated FTI and non-FTI data tables, the dedicated FTI tables must be labeled in such a way so
that it is readily apparent that those tables contain FTI.

If data is commingled within a table that includes FTI and non-FTI data, the FTI data must be labeled at the element level.

IRS Response:

6 System of Records

6.1 System of Records

Describe the permanent record(s) (logs) used to document requests for, receipt of, distribution of (if applicable), and
disposition (return to IRS or destruction) of the FTI (including tapes or other removable media) (e.g. FTI receipt logs,
transmission logs, or destruction logs in electronic or paper format.)

Note: Agencies are expected to be able to provide an "audit trail" for information requested and received, including any copies or
distribution beyond the original document or media.
Attachments: Sample agency logs [recommended]

Publication 1075: Section 3.0
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Agency SSR Response:

Publication 1075 has a record keeping requirement that states all requests for, receipt of, distribution of and disposal of FTI.

This record keeping should include internal requests among agency employees as well as requests outside of the agency.

If you’re process is completely digital, and no paper FTl is involved in your process, then you can refer to the system audit
logging mechanisms that are in place on the various systems involved in processing FTI.

If you have any printed FTI or printed files containing FTI, then the distribution of those files to various departments must be
logged. See Publication 1075 section 3.3 for the suggested data to capture on the log.

This also applies to electronic media, e.g., backup media.

IRS Response:

7 Other Safeguards

7.1 Describe the agency’s process for conducting internal inspections of headquarters, field offices, data center, offsite storage,
and contractor sites. The agency must submit its internal inspection plan, detailing the timing of all internal inspections in
the current year and next two years (three-year cycle).

Attachments: Internal inspection plan, or sampling of
Publication 1075: Section 6.4

Agency SSR Response:

Internal inspections are similar to a self-assessment mechanism, and are reported to IRS on an annual basis. In this section, we
are looking to see a plan is in place to conduct internal inspections. The plan should detail the timing of all internal inspections
in the current year and next two years (3 year cycle). This would include all the locations where FTl is stored or processed, e.g.,

data center, field offices, headquarters, etc.

Key areas that should be addressed by internal inspections include:

e Record Keeping

Agencies must establish a review cycle as \
e  Secure Storage

followed:

* Limited Access - Local offices receiving FTI: at least every

e Disposal three years

e  Computer Systems Security - Headquarters office facilities housing FTI
and the agency computer facility: at least

See Publication 1075 Section 6.4 for additional detail. every 18 months

- All contractors with access to FTI, including

a consolidated data center or off-site

\ storage facility: at least every 18 months )

IRS Response:

7.2 Describe the process for detecting and monitoring deficiencies identified during audits and internal inspections and how
they are tracked in a Plan of Actions and Milestones (POA&M).

Publication 1075: Section 6.5
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Agency SSR Response:

Describe how any weaknesses or vulnerabilities identified during internal inspection efforts are tracked for mitigation.

IRS Resoonse: Please note this is separate from CAP reporting and refers to how the agencies tracks

P ’ findings/vulnerabilities identified during self-assessments and through internal inspections
Agency specific “POA&M” can be provided to support implementation of this security
requirement.

8 Disposal

8.1 Describe the method(s) of FTI disposal (when not returned to the IRS) and a sample of the destruction log. For example,
burning and shredding are acceptable methods of FTI disposal. Identify the specifications for each destruction method used
(e.g shred size). If FTl is returned to the IRS, provide a description of the procedures.

Note: The IRS will request a written report documenting the method of destruction apd that the records were destroyed.

Attachments: Destruction/disposal log template

Different from Section 3.1.2: Disposal of FTI, please
reference the procedures established by the agency for
ensuring proper FTI disposal methods in accordance with
Pub 1075 and include a sample of the destruction log.

Annotated SSR Template Version 1.1
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Agency SSR Response:

Agencies electing to return IRS information must use a receipt process and ensure that the confidentiality is protected at all
times during transport.

FTI furnished to the user and any paper material generated therefrom, such as copies, photo impressions, computer printouts,
notes, and work papers, must be destroyed by burning or shredding. If a method other than burning or shredding is used, that
method must make the FTI unreadable or unusable.

FTI must never be disclosed to an agency’s agents or contractors during disposal unless authorized by the IRC. Destruction must
be witnessed by an agency employee.

See SAMPLE destruction log below in the embedded Excel spreadsheet. (
The Department of Justice, state tax
Ifl agencies, and SSA may be exempted from
‘ﬁ the requirement of having agency
Sample Destruction personnel present during Qestruction by a
Log.xls contractor. If a contractor is used:

- The contract must contain the required
safeguard language in Exhibit 7,
Safeguarding Contract Language.

- Destruction of FTI must be certified by

For electronic logs, the log must contain the following:

e date received the contractor when agency
e control number and/or file name & contents participation is not present.
e recipient - Itis recommended that the agency

e number of records, if available periodically observe the process to

e movement ensure compliance.
e if disposed of, the date and method of disposition.

Non-electronic (paper) logs should include: A listing of all documents received from the IRS must be identified by:

e taxpayer name

e tax year(s)

e type of information (e.g., revenue agent reports, Form 1040, work papers)
e the reason for the request

e date requested

e date received

e exact location of the FTI

e who has had access to the data and
if disposed of, the date and method of disposition.

(Users of FTI are required by IRC 6103(p)(4)(F) to take certain actions after using

IRS Response: FTI to protect its confidentiality (see Exhibit 2, USC Title 26, IRC 6103(p)(4), and
Exhibit 5, Civil Damages for Unauthorized Disclosure). Agency officials and
employees either will return the information (including any copies made) to the office
from which it was originally obtained or destroy the FTI. Please include a description
of the procedures implemented. See Section 7.0, Reporting Requirements—

6103(p)(4)(E) of Pub 1075 for additional reporting requirements.

\ J

Annotated SSR Template Version 1.1

10



~

(Information security controls are derived from
Publication 1075. Please contact the IRS
Office of Safeguards at
SafeguardReports@irs.gov for clarification
The questions in Section 9, Information Security Controls, are required foral "egarding any of the security control

mapped directly to their corresponding sections in Publication 1075 (e.g., se requirements )

discussed in Section 9.3.13 of Publication 1075).

Please provide all responses directly in the body of the SSR. If documentation is requested, please provide as a
attachment.

[Agency code] Safeguard Security Rep

9 Information Security Cont

For sections related to policy and procedures (the first control in each of the control families beginning with section 9.3.1),
please provide the title of the appropriate document(s), reference or identification number(s), version/release number,
review or update date(s), executive level-approver, and a short summary of the content of the document(s) as it relates to
that control family.

9.1.1 Provide the name and physical address where the agency’s IT equipment resides (e.g. data center, computer room).
Please include any secondary and/or disaster recovery data centers where FTl is housed (multiple entries are acceptable
when applicable).

Agency SSR Response:

This is referring to the primary data center location, so whether that is a state data center or contractor/provider site.

e

Please include any secondary and/or disaster recovery data
centers where FTI is housed (multiple entries are acceptable
when applicable)
- Please specify disaster recovery, or COOP related data
centers

IRS Response:

9.1.2 Describe the following pertaining to data center or computer room operations:

o Identify if the facility is operated by a consolidated state-wide data center, a private contractor, or entirely by the
agency

e Describe other state agencies and/or departments that have access to this facility

e Describe whether FTI access is granted to other agencies or tribes

Agency SSR Response:

Please include details about the data center location. We like to understand the lay of the land with respect to other tenants
co-located in the data center who would have personnel with physical access to the systems with FTI. This is an important point
for cloud environments or outsourced environments.

IRS Response: Please include any secondary and/or disaster recovery data
centers where FTl is housed (multiple entries are acceptable
when applicable)
- Please specify disaster recovery, or COOP related data
centers

11
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[Agency code] Safeguard Security Report [Year]

9.2 Electronic Flow
Provide a description of the electronic flow of FTI within all IT equipment and network devices that process, receive, store,
transmit and/or maintain the data. For each device described in the flow that stores, transmit, processes, or receives FTI,
identify the following:
e Platform (e.g. Mainframe, Windows, Unix/Linux, Router, Switch, Firewall)
o If mainframe, number of production LPARs with FTI, security software (e.g. RACF, ACF2)
o If not mainframe, number of production servers or workstations that store or access FTI.
e Operating System (e.g. zOS v1.7, Windows 2008, Solaris 10, 10S)
e Application Software (Commercial Off The Shelf or custom) used to access FTI

e Software used to retrieve FTI (e.g. SDT (Tumbleweed), CyberFusion, Connect:Direct)

Agency SSR Response:

Reuse the content that was provided in Section 3 Data Flow as it relates to the IT systems and not the department or
organizational units that access the data.

In the agency’s response please include information system components and technologies. Describe any safeguards in place to
protect FTI (i.e., air-gapped networks). Please describe the process from original receipt of FTI to destruction in your response.

NOTE: If workstations are used to view FTI provided on media (ie, CD Rom) please describe this in the agency’s response and
provide details on the workstation (operating system and any software used to view the FTI).

rAII Section 9 security controls must be addressed for all agencies. If a control is Not
Applicable to the agency (based on the FTI received and/or processes in place to protect
FTI) please ensure this information, including a justification explaining the applicability, is
provided directly into the SSR.

IRS Response:

9.3.1 Access Control (AC)

9.3.1.1 AC-1: Access Control Policy and Procedures

Describe how the agency maintains and disseminates to designated agency officials:
A) An access control policy that addresses purpose, scope, roles, responsibilities, management commitment,
coordination among organizational entities, and compliance. Please include details regarding policy review/update.
Per Publication 1075, the agency must review policies, and update as necessary: every three years or if there is a
significant change.
B) Access control procedures to facilitate the policy and AC related security controls. Please include details regarding
procedure review/update.
Per Publication 1075, the agency must review procedures, and update as necessary: annually.

Agency SSR Response:

The agency must develop, document, disseminate, and update as necessary access control policy and procedures. Access
control policies and procedures shall include how the agency implements all applicable AC security controls

See IRS Publication 1075 Section 9.3.1.1 (page 44) for further guidance.

/

IRS Response: [ |n your response, please include related:
- Policy/Procedures Titles and/or identifier(s)

Version number
Approval / Update Dates

Executive Level Approver(s)
A Short narrative describing policy contents and purpose

Annotated SSR T¢ Please include the agency’s review frequency for both policies and procedures.
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[Agency code] Safeguard Security Report [Year]

9.3.1.2 AC-2: Account Management

Describe how the agency authorizes access to information systems that receive, process, store, or transmit FTI based on a
valid access authorization, need-to-know permission, and under the authority to re-disclose FTI under the provisions of IRC
6103. Include how the agency:
A) Identifies and selects those accounts with access to FTI to support agency mission/business functions.
B) Assigns account managers for information system accounts.
C) Establishes conditions for group and role membership.
D) Specifies authorized users of the information system, group and role membership, and access authorizations (i.e.,
privileges) and other attributes (as required) for each account.
E) Requires approval for requests to create information system accounts.
F) Creates, enables, modifies, disables, and removes information system accounts in accordance with documented
agency account management procedures.
G) Monitors the use of information system accounts.
H) Notifies account managers when accounts are no longer required, when users are terminated or transferred, or
when individual information system usage or need-to-know permission changes.
1) Authorizes access to information systems that receive, process, store, or transmit FTI based on a valid access
authorization, need-to-know permission, and under the authority to re-disclosed FTI under the provisions of IRC
6103.
J)  Reviews accounts for compliance with account management requirements at a minimum of annually for user
accounts and semi-annually for privileged accounts.
K) Establishes a process for reissuing shared/group account credentials (if deployed) when individuals are removed
from the group.
L) Automatically disables inactive accounts after 120 days of user inactivity. (CE3)

Agency SSR Response:

Please describe how the agency manages user accounts, including establishing, changing permissions, reviewing, and disabling
or removing accounts. Please document how the agency implements each of the security control objectives and document
applicable frequencies and/or organization defined values. Publication 1075 required values/frequencies have been included
for your reference in the security control description.

Information system account types include, for example: individual, shared, group, system, guest/anonymous, emergency,
developer/manufacturer/vendor, temporary, and service.

See IRS Publication 1075 Section 9.3.1.2 (pages 44-45) for further guidance. /\

4
IRS Response: If agency defined/implemented frequencies do not satisfy the “Publication 1075
requirement” please include any compensating security measures the agency has
implemented to ensure the confidentiality and integrity of FTI.

9.3.1.3 AC-3: Access Enforcement

Describe how the agency:
A) Approves authorizations for logical access to information and system resources in accordance with applicable access
control policies.
B) Implements a role-based access control policy over defined subjects and objects and controls access to FTI based
upon a valid access authorization, intended system usage, and the authority to be disclosed FTI under the provisions
of IRC 6103.

Annotated SSR Template Version 1.1
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[Agency code] Safeguard Security Report [Year]

Agency SSR Response:
The information system must enforce assigned authorizations for controlling system access.

See IRS Publication 1075 Section 9.3.1.3 (page 45) for further guidance.

IRS Response:

9.3.1.4 AC-4: Information Flow Enforcement

Describe how the agency approves authorizations for controlling the flow of FTI within the system and between
interconnected systems based on the technical safeguards in place to protect the FTI.

Agency SSR Response:

The information system must enforce the flow of information within the system and between interconnected systems.
Information flow control regulates where information is allowed to travel within an information system and between
information systems (as opposed to who is allowed to access the information) and without explicit regard to subsequent
accesses to that information. Flow control restrictions include, for example: keeping export-controlled information from being
transmitted in the clear to the Internet, blocking outside traffic that claims to be from within the organization, restricting web
requests to the Internet that are not from the internal web proxy server, and limiting information transfers between
organizations based on data structures and content.

Enforcement occurs, for example: in boundary protection devices (e.g., gateways, routers, guards, encrypted tunnels, firewalls)
that employ rule sets or establish configuration settings that restrict information system services, provide a packet filtering
capability based on header information, or message filtering capability based on message content.

See IRS Publication 1075 Section 9.3.1.4 (page 45) for further guidance.

IRS Response:

9.3.1.5 AC-5: Separation of Duties

Describe how the agency ensures that only authorized employees or contractors (if allowed by statute) have access to FTI.
Include how the agency:
A) Separates duties between individuals to prevent harmful activity without collusion.
B) Documents the roles and permissions used to separate duties.
C) Defines information system access authorizations used to support the separation of duties for users authorized
access to FTI.

Agency SSR Response:

The agency must ensure the information system enforces separation of duties through assigned access authorizations.

See IRS Publication 1075 Section 9.3.1.5 (page 46) for further guidance. /\

Examples of Separation of Duties:
- The person responsible for approving an action must not be the same person that
implements the action
- The application development group must be separate from the production support group

- System administrators must not also have DBA privileges and vice versa
Annotated SSR Tek )
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[Agency code] Safeguard Security Report [Year]

IRS Response:

9.3.1.6 AC-6: Least Privilege

Describe how the agency employs the principle of least privilege. Describe how the agency:

A) Employs the principle of least privilege, allowing only authorized accesses for users (or processes acting on behalf of
users) that are necessary to accomplish assigned tasks in accordance with agency missions and business functions.

B) Explicitly authorizes access to FTI. (CE1)

C) Requires users of information system accounts, or roles, with access to FTI, to use non-privileged accounts or roles
when accessing non-security functions. (CE2)

D) Restricts privileged accounts on the information system to a limited number of individuals with a need to perform
administrative duties. (CE5)

E) Audits the execution of privileged functions. (CE9)

F) Prevents non-privileged users from executing privileged functions, including disabling, circumventing, or altering
implemented security safeguards/countermeasures. (CE10)

Agency SSR Response:

The information system must enforce the most restrictive access capabilities users need (or processes acting on behalf of users)
to perform specified tasks. Organizations employ least privilege for specific duties and information systems. The principle of
least privilege is also applied to information system processes, ensuring that the processes operate at privilege levels no higher
than necessary to accomplish required organizational missions/business functions. Organizations consider the creation of
additional processes, roles, and information system accounts as necessary, to achieve least privilege. Agencies should apply
least privilege to the development, implementation, and operation of organizational information systems.

See IRS Publication 1075 Section 9.3.1.6 (page 46) for further guidance. /\

' &
IRS Response: Suggested model:
- Deny all access to FTI, and grant privileges only as needed to perform job function(s)

9.3.1.7 AC-7: Unsuccessful Login Attempts

Document how the agency limits invalid logon attempts in those information systems processing, storing, and/or
transmitting FTI:
A) Document the number of consecutive invalid logon attempts allowed by a user and during what duration/time
period before the user is locked out.
Per Publication 1075, the agency must enforce a limit of three consecutive invalid logon attempts by a user
during a 120-minute period.
B) Document the action taken the maximum number of attempts is reached.
Per Publication 1075, the agency must automatically lock the account until released by an administrator.

Agency SSR Response:

The information system must limit the number of consecutive unsuccessful access attempts allowed in a specified period and
automatically perform a specific function (e.g., account lockout, delayed logon) when the maximum number of attempts is
exceeded. Responses to unsuccessful logon attempts may be implemented at both the operating system and the application
levels.

See IRS Publication 1075 Section 9.3.1.7 (page 46) for further guidance.

Annotated SSR Template Version 1.1
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IRS Response:

9.3.1.8 AC-8: System Use Notification

Before granting access to the system, describe how the agency displays an IRS-approved warning banner to users of
information systems containing FTI.

A) Document how the warning banner provides privacy and security notices consistent with applicable federal laws,
Executive Orders, directives, regulations, standards, and guidance. Please provide the text of the warning banner,
which must include:

e The system contains U.S. Government information,

e Users actions are monitored and audited,

e Unauthorized use of the system is prohibited, and

e Unauthorized use of the system is subject to criminal and civil sanctions.

Please note the warning banner must be applied at the application, database, operating system, and network device
levels for all system components that receive, process, store, or transmit FTI. Please document if all applicable
components contain the approved warning banner, and if applicable, specify those that do not contain the required
banner in your response.

B) Document how the user acknowledges the warning banner prior to gaining system access. The warning banner must
be retained on the screen until users acknowledge the usage conditions and take explicit actions to further access the
information system.

C) Document if the information system is publicly accessible and provide warning banner language. For publicly
accessible information systems, the agency must:

e Display an IRS-approved warning banner granting further access,

e Display references, if any, to monitoring, recording, or auditing that are consistent with privacy accommodations
for such systems that generally prohibit those activities, and

e Include a description of the authorizes uses of the system.

For sample warning banners approved by the Office of Safeguards, see Exhibit 8 of Publication 1075.

Attachments: Screenshots of applicable warning banner(s), specify components and whether or not component is publicly accessible
[recommended]

Agency SSR Response:

The information system must display an approved system usage notification before granting system access informing potential
users of IRS Pub 1075 required usage language.

See IRS Publication 1075 Section 9.3.1.8 (page 47) for further guidance. /\

IRS Response: In addition to narrative response, please provide screenshot(s) of the warning banner(s) in
use at the agency for protecting information system(s) receiving, processing, storing, and/or
transmitting FTI

- The warning banner must be applied at the application, database, operating system,
and network device levels for all systems that receive, process, store, or transmit FTI

16
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9.3.1.9 AC-11: Session Lock

Describe how the agency enforces AC policy by locking workstations and applications after a pre-defined period of user
inactivity.
A) Document the duration of user inactivity the information system is configured to initiate a session lock.
Per Publication 1075, the agency must prevent further access to the system by initiating a session lock after 15
minutes of inactivity or upon receiving a request from a user.
B) Document the action taken to reestablish access.
Per Publication 1075, the agency must retain the session lock until the user reestablishes access using
established identification and authentication procedures.

Agency SSR Response:

Session locks are temporary actions taken when users stop work and move away from the immediate vicinity of information
systems but do not want to log out because of the temporary nature of their absences. Session locks are implemented where
session activities can be determined. This is typically at the operating system level, but can also be at the application level.

See IRS Publication 1075 Section 9.3.1.9 (page 48) for further guidance.

VY

IRS Response: This control addresses the termination of user-initiated logical sessions in contrast to SC-10
which addresses the termination of network connections that are associated with
communications sessions (i.e., network disconnect). A logical session (for local, network,
and remote access) is initiated whenever a user (or process acting on behalf of a user)
accesses an organizational information system

Y
B

9.3.1.10 AC-12: Session Termination -
Document if, and how the information system(s) automatically terminates a user session after a pre-defined period of
inactivity.
Per Publication 1075, the agency must automatically terminate a user session after 15 minutes of inactivity.

This control addresses the termination of user-initiated logical sessions in contrast to SC-10 which addresses the
termination of network connections that are associated with communications sessions (i.e., network disconnect).

Agency SSR Response:

The information system shall automatically terminate any remote session after fifteen minutes of inactivity, where these
systems contain FTI. For instances of interactive and/or batch processing, compensating controls must be implemented.

Such user sessions can be terminated (and thus terminate user access) without terminating network sessions. Session
termination terminates all processes associated with a user’s logical session except those processes that are specifically created
by the user (i.e., session owner) to continue after the session is terminated,

See IRS Publication 1075 Section 9.3.1.10 (pages 47-48) for further guidance.

IRS Response:

17
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9.3.1.11 AC-14: Permitted Actions without Identification or Authentication

Document if the agency permits user actions on information systems receiving, processing, storing, or transmitting FTI

in which the agency maintains a publicly accessible web site for which no authentication is required. If use actions are
permitted, please address the following:

A) Document how the agency identifies specific user actions that can be performed on the information system without
identification or authentication consistent with agency missions/business functions. Please note, FTI may not be
disclosed to individuals on the information system without identification and authentication.

B) Document and provide supporting rationale for the user actions not requiring identification or authentication.

Note: If the agency does not permit actions without identification and authentication, please document in the agency response.

without identification and authentication. Examples of access without identification and authentication would be instances

Agency SSR Response:

The agency must identify and document specific user actions that can be performed on the information system without
identification or authentication.

This control addresses situations in which organizations determine that no identification or authentication is required in
organizational information systems. Examples of access without identification and authentication would be instances in which
the agency maintains a publicly accessible website for which no authentication is required. Agencies may identify actions that
normally require identification or authentication but may under certain circumstances (e.g., emergencies), allow identification
or authentication mechanisms to be bypassed. Management must supervise and review the activities of the users as this
relates to information system access.

See IRS Publication 1075 Section 9.3.1.11 (page 48) for further guidance.

IRS Response:

communicating through an external network, for example, the Internet. Any remote access where
FTl is accessed over the remote connection must be performed using multi-factor authentication.

FTI cannot be accessed remotely by agency employees, agents, representatives, or contractors
located offshore—outside of the United States territories, embassies, or military installations.
Further, FTI may not be received, processed, stored, transmitted, or disposed of by IT systems

(Remote access is defined as any access to an agency information system by a user \

9.3.1.12 AC-17: Remote Access

Remote access is defined as any access to an agency information system by a user communicating through an external
network, for example: the Internet. Any remote access where FTl is accessed over the remote connection must be
performed using multi-factor authentication. Please note, FTI cannot be accessed remotely by agency employees, agents,
representatives, or contractors located offshore (outside the United States). Include how the agency:

for each type of remote access allowed.

B) Authorizes remote access to the information system prior to allowing such connections.

C) Authorizes and documents the execution of privileged commands and access to security-relevant information via
remote access for compelling operational needs only. (CE4)

D) Monitors and controls remote access methods to information systems containing FTI. (CE1)

E) Implements cryptographic mechanisms to protect the confidentiality and integrity of remote access sessions where
FTl is transmitted over the remote connection. (CE2)

F) Routes all remote accesses through a limited number of managed network access control points. (CE3)

Note: If the agency does not permit remote access, please document in the agency response.

located offshore. )
/
\/

A) Establishes and documents usage restrictions, configuration/connection requirements, and implementation guidance

Annotated SSR Template Version 1.1
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Agency SSR Response:

The agency must authorize, document, and monitor all remote access capabilities used on the system, where these systems
containing FTI. Agencies often employ encrypted virtual private networks (VPNs) to enhance confidentiality and integrity over
remote connections. The use of encrypted VPNs does not make the access non-remote; however, the use of VPNs, when
adequately provisioned with appropriate security controls (e.g., employing appropriate encryption techniques for confidentiality
and integrity protection) may provide sufficient assurance to the organization that it can effectively treat such connections as
internal networks.

See IRS Publication 1075 Section 9.3.1.12 (pages 48-49) for further guidance.

IRS Response:

9.3.1.13 AC-18: Wireless Access

If information system(s) storing, processing, and/or transmitting FTl can be accessed on a wireless network, document how
the agency:
A) Establishes wireless access policies that define usage restrictions, configuration/connection requirements,
implementation guidance for wireless access.
B) Authorizes wireless access to the information system prior to allowing such connections.
C) Employs a wireless intrusion detection system to identify rogue wireless devices and to detect attack attempts and
potential compromises/breaches to the information system. (SI-4, CE14)
D) Protects wireless access to the information system using authentication and encryption. (CE1)

Additional requirements for protecting FTl on wireless networks are provided in Section 9.4.18, Wireless Networks of
Publication 1075.

Note: If the agency does not permit wireless access, please document in the agency response.

Agency SSR Response:

The agency must develop policies for any allowed wireless access, where these systems contain FTI. As part of the wireless
access, the agency shall authorize, document, and monitor all wireless access to the information system.

Wireless technologies include, for example: microwave, packet radio (UHF/VHF), 802.11x, and Bluetooth. Wireless networks use
authentication protocols (e.g., EAP/TLS, PEAP), which provide credential protection and mutual authentication.

See IRS Publication 1075 Section 9.3.1.13 (page 49) for further guidance.

IRS Response:

19
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9.3.1.14 AC-19: Access Control for Mobile Devices

If FTI can be accessed and/or retrieved from a mobile or portable device, describe how the agency:

A) Establishes mobile device policies that define usage restrictions, configuration/connection requirements,
implementation guidance for agency-controlled mobile devices.

B) Authorizes the connection of mobile devices to agency information systems.

C) Employs encryption to protect the confidentiality and integrity of information on mobile devices (e.g., smartphones
and laptop computers). (CE5)

D) Purges/wipes information from mobile devices based on 10 consecutive, unsuccessful device logon attempts (e.g.,
personal digital assistants, smartphones and tablets). Laptop computers are excluded from this requirement. (AC-7,
CE2)

Additional requirements on protecting FTI accessed by mobile devices are provided in Section 9.4.8, Mobile Devices of

Publication 1075. /\

Agency SSR Response: ] o _ ) ] _ ]
A mobile device is a computing device that (i) has a small form factor such that it can easily be

carried by a single individual; (ii) is designed to operate without a physical connection (e.qg.,
wirelessly transmit or receive information); (iii) possesses local, non-removable, or removable
data storage; and (iv) includes a self-contained power source.

The agency must develop policies for any allowed portable and mobile devices, where these systems contain FTI. As part of this,
the agency shall authorize, document, and monitor all device access to organizational information systems.

See IRS Publication 1075 Section 9.3.1.14 (pages 49-50) for further guidance.

IRS Response:

9.3.1.15 AC-20: Use of External Information Systems

External information systems include any technology used to receive, process, transmit, or store FTI that is not owned and
managed by the agency. Describe how the agency prohibits the following, unless approved by the Office of Safeguards:
A) Access to FTI from external information systems.
B) Use of agency-controlled portable storage devices (e.g., flash drives, external hard drives) containing FTI on external
information systems. (CE2)
C) Use of non-agency-owned information systems, system components, or devices to process, store, or transmit FTI.
e Non-agency owned information system usage requires the agency to notify the Office of Safeguards 45 days
prior to implementation (see Section 7.4, 45-Day Notification Reporting Requirements of Publication 1075).
(CE3)

Document any exceptions and/or approvals granted by the Office of Safeguards.

Agency SSR Response:
The agency must develop policies for authorized individuals to access the information systems from an external system.

See IRS Publication 1075 Section 9.3.1.15 (page 50) for further guidance.

IRS Response:
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9.3.1.16 AC-21: Information Sharing

Validate and describe how the agency restricts the sharing/re-disclosure of FTI to only those authorized in IRC 6103 and as
approved by the Office of Safeguards.

Agency SSR Response:

See IRS Publication 1075 Section 9.3.1.16 (page 50) for further guidance.

IRS Response:

9.3.1.17 AC-22: Publicly Accessible Content

Describe how the agency safeguards FTI in publicly accessible information systems. Include how the agency:
A) Designates individuals authorized to post information onto a publicly accessible information system.
B) Trains authorized individuals to ensure that publicly accessible information does not contain FTI.
C) Reviews the proposed content of information prior to posting onto the publicly accessible information system to
ensure that FTl is not included.
D) Reviews content on publicly accessible information system(s) for FTI; and immediately removes it if and when it is
discovered.
Per Publication 1075, the agency must review the content on the publicly accessible information system for FTI, at
a minimum, quarterly and remove such information, if discovered.

Agency SSR Response:

See IRS Publication 1075 Section 9.3.1.17 (page 50) for further guidance.

- Policy/Procedures Titles and/or identifier(s)

Version number

Approval / Update Dates

Executive Level Approver(s)

A Short narrative describing policy contents and purpose

Please include the agency’s review frequency for both policies and procedures.

9.3.2 Awareness and Training (AT)

9.3.2.1 AT-1: Security Awareness and Training Policy and Procedures

Describe how the agency maintains and disseminates to designated agency officials:

A) A security awareness and training policy that addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance. Please include details regarding policy
review/update.

Per Publication 1075, the agency must review policies, and update as necessary: every three years or if there is a
significant change.

B) Security awareness and training procedures to facilitate the policy and AT related security controls. Please include
details regarding procedure review/update.

Per Publication 1075, the agency must review procedures, and update as necessary: annually.

- \
IRS Response: I your response, please include related:
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Agency SSR Response:
The agency must develop, document, disseminate, and update as necessary awareness and training policy and procedures.

See IRS Publication 1075 Section 9.3.2.1 (page 51) for further guidance.

IRS Response:

9.3.2.2 AT-2: Security Awareness Training

Describe how the agency ensures all information system users and managers are knowledgeable of security awareness
material before authorizing access to the system.

A) Document how information system users (managers, senior executives, and contractors) with access to FTI receive
basic security awareness training as part of initial training for new users, when required by information system
changes, and at least annually thereafter. Please describe the content of security awareness training.

B) Document how the agency includes security awareness training on recognizing and reporting potential indicators of
insider threat. (CE2)

Agency SSR Response:

The agency must ensure all information system users and managers are knowledgeable of security awareness material before
authorizing access to the system. Security awareness content should include a basic understanding of the need for information
security and user actions to maintain security and to respond to suspected security incidents. The content should also address
awareness of the need for operations security. Security awareness techniques can include, for example: displaying posters,
offering supplies inscribed with security reminders, generating email advisories/notices from senior organizational officials,
displaying logon screen messages, and conducting information security awareness events.

See IRS Publication 1075 Section 9.3.2.2 (page 51) for further guidance. /\

IRS Response: rlnsider threat training should bring awareness of the potential for individuals (e.g., employees,
contractors, former employees) to use insider knowledge of sensitive agency information (e.g.,
security practices, systems that hold sensitive data) to perform malicious actions, which could
include the unauthorized access or re-disclosure of FTI

9.3.2.3 AT-3: Role Based Security Training

Describe how the agency implements role-based security training.
A) Document how the agency provides role-based training to personnel with security roles and responsibilities before
authorizing access to the information system or performing assigned duties that require access to FTI, when required

by information system changes, and at least annually thereafter. Please describe the content of role-based security
training.

Annotated SSR Template Version 1.1
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Agency SSR Response:

The agency must identify personnel with significant information system security roles and responsibilities, document those roles
and responsibilities and provide sufficient security training before authorizing access to the information system and FTI.

Comprehensive role-based training addresses management, operational, and technical roles and responsibilities covering
physical, personnel, and technical safeguards and countermeasures. Such training can include for example: policies, procedures,
tools, and artifacts for the organizational security roles defined. Agencies may also provide the training necessary for individuals
to carry out their responsibilities related to operations and supply chain security within the context of organizational
information security programs.

See IRS Publication 1075 Section 9.3.2.3 (page 52) for further guidance.

IRS Response:

9.3.2.4 AT-4: Security Training Records

Document how the agency monitors and maintains security training records.
A) Describe how the agency documents and monitors individual information system security training activities including
basic security awareness training and specific information system security training.
B) Define the duration in which individual training records are retained.
Per Publication 1075, the agency must retain individual training records for a period of five years.

Agency SSR Response:

The agency must document and monitor individual information system security training activities including basic security
awareness training and specific information system security training.

See IRS Publication 1075 Section 9.3.2.4 (page 52) for further requirements and detail.

IRS Response:

9.3.3 Audit and Accountability (AU) \

9.3.3.1 AU-1: Audit and Accountability Policy and Procedures

Describe how the agency maintains and disseminates to designated agency officials:
A) An audit and accountability policy that addresses purpose, scope, roles, responsibilities, management commitment,
coordination among organizational entities, and compliance. Please include details regarding policy review/update.
Per Publication 1075, the agency must review policies, and update as necessary: every three years or if there is a
significant change.
B) Audit and accountability procedures to facilitate the policy and AU related security controls. Please include details
regarding procedure review/update.
Per Publication 1075, the agency must review procedures, and update as necessary: annually.
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Agency SSR Response:
The agency must develop, document, disseminate, and update as necessary audit and accountability policy and procedures.

See IRS Publication 1075 Section 9.3.3.1 (page 52) for further guidance.
f

IRS Response: [ In your response, please include related:

- Policy/Procedures Titles and/or identifier(s)

Version number

Approval / Update Dates

Executive Level Approver(s)

A Short narrative describing policy contents and purpose

\ Please include the agency’s review frequency for both policies and procedures.

9.3.3.3 AU-2: Audit Events

Describe how the agency’s information system(s) generate audit records for all security-relevant events. Security-relevant
events must enable the detection of unauthorized access to FTI data. Auditing must be enabled to the greatest extent
necessary to capture access, modification, deletion, and movement of FTI by each unique user. Access to FTI must be
audited at the information system, operating system, software, and database levels.
A) Document which event types are audited by the information system and all supporting components storing,
processing, or transmitting FTI.
Per Publication 1075, at a minimum, the information system shall audit the following event types: Log onto the
system, log off the system, change of password, all system administrator commands (while logged on as system
administrator), switching accounts or running privileged actions from another account (e.g., Linux/Unix SU or
Windows RUNAS), the creation or modification of super-user groups, subset of security administrator commands
(while logged on in the security administrator role), subset of system administrator commands (while logged on
in the user role), clearing of the audit log file, startup and shutdown of audit functions, use of identification and
authentication mechanisms (e.g., user ID and password), change of file or user permissions or privileges (e.g.,
use of suid/guid,chown, su), remote access outside of the corporate network communication channels (e.g.,
modems, dedicated VPN) and all dial-in access to the system, changes made to an application or database by a
batch file, application-critical record changes, changes to database or application records (where the application
has been bypassed to produce the change [via a file or other database utility]), all system and data interactions
concerning FTI, and any additional platform-specific events, as defined in SCSEMs located on the Office of
Safeguards website.
B) Document how the agency coordinates the security audit functions with other agency entities requiring audit-related
information to enhance mutual support and to help guide the selection of auditable events.
C) Provide a rationale for why the auditable events are deemed to be adequate to support after-the-fact investigations
of security incidents.
D) Document the duration in which the list of audited events is reviewed and updated. (CE3)
Per Publication 1075, the agency must review and update the audited events at a minimum, annually.

Agency SSR Response:

The information system must generate audit records for all security-relevant events, including all security and system
administrator accesses.

See IRS Publication 1075 Section 9.3.3.3 (pages 53-54) for further guidance.

Software and platforms have differing audit capabilities. Each individual
platform audit capabilities and requirements are maintained on the
platform-specific Office of Safeguards SCSEM, which is available on the
IRS Office of Safeguards website.
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IRS Response:

9.3.3.4 AU-3: Content of Audit Records

Describe how the agency’s identified security-relevant events enable the detection of unauthorized access to FTI data.
A) Document the audit record content that is captured by the information system and all supporting components
storing, processing, or transmitting FTI.
Per Publication 1075, at a minimum, the agency must generate audit records containing information that
establishes what type of event occurred, when the event occurred, where the event occurred, the source of the
event, the outcome of the event, and the identity of any individuals or subjects associated with the event.
B) Document details of the agency’s audit records (for all applicable components) that contain information to facilitate
the reconstruction of events if unauthorized activity or a malfunction occurs or is suspected in the audit records for
audit events identified by type, location, or subject. (CE1)

Agency SSR Response:
Security-relevant events must enable the detection of unauthorized access to FTI data.

See IRS Publication 1075 Section 9.3.3.4 (page 54) for further guidance.

IRS Response:

9.3.3.5 AU-4: Audit Storage Capacity

Describe how the agency configures information systems containing FTI to allocate sufficient audit record storage capacity.
Per Publication 1075, the agency must allocate audit record storage capacity to retain audit records for the required
audit retention period of seven years.

Agency SSR Response:

Agencies must configure the information system to allocate sufficient audit record storage capacity to record all necessary
auditable items.

See IRS Publication 1075 Section 9.3.3.5 (page 54) for further guidance.

IRS Response:

9.3.3.6 AU-5: Response to Audit Processing Failures

Describe how the agency responds to audit processing failures.

A) Document how the agency alerts designated agency officials in the event of an audit processing failure.

B) Document how the agency monitors system operational status using operating system or system audit logs, and
verifies functions and performance of the information system.

e Logs shall be able to identify where system process failures have taken place and provide information relative to
corrective actions to be taken by the system administrator.

C) Document if and how automated warnings are provided when allocated audit record storage volume reaches (or

exceeds) a maximum audit storage records capacity. (CE1)

Annotated SSR Template Version 1.1
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Agency SSR Response:

Document different audit processing failures, and describe the method(s) in place for alerting designated agency officials of
each failure. Audit processing failures include, for example, software/hardware errors, failures in the audit capturing
mechanisms, and audit storage capacity being reached or exceeded. Agencies may choose to define additional actions for
different audit processing failures (e.g., by type, by location, by severity, or a combination of such factors). This control applies
to each audit data storage repository (i.e., distinct information system component where audit records are stored), the total
audit storage capacity of organizations (i.e., all audit data storage repositories combined), or both.

See IRS Publication 1075 Section 9.3.3.6 (page 54) for further guidance.

IRS Response:

9.3.3.7 AU-6: Audit Review, Analysis, and Reporting

Describe how the agency reviews audit records for indications of unusual activities, suspicious activities or suspected
violations.
A) Define the frequency in which audit records are reviewed and analyzed.
Per Publication 1075, the agency must review and analyze information system audit records at least weekly or
more frequently at the discretion of the information system owner for indications of unusual activity related to
potential unauthorized FTI access.
B) Document how findings are reported.
Per Publication 1075, findings shall be reported in accordance with the agency incident response policy; If the
finding involves a potential unauthorized disclosure of FTI, the appropriate special agent-in-charge, Treasury
Inspector General for Tax Administration (TIGTA), and the IRS Office of Safeguards must be contacted, as
described in Section 10.0: Reporting Improper Inspections or Disclosures, of Publication 1075.

Refer to Table 8: Proactive Auditing Methods to Detect Unauthorized Access to FTI, of Publication 1075 for recommended
proactive audit methods.

Agency SSR Response:

The agency must routinely (at least weekly) review audit records for indications of unusual activities, suspicious activities or
suspected violations, and report findings to appropriate officials for prompt resolution.

See IRS Publication 1075 Section 9.3.3.7 (pages 54-55) for further requirements and detail.

IRS Response:

9.3.3.8 AU-7: Audit Reduction and Report Generation

Describe how the agency’s information system(s) provide an audit reduction and report generation capability to enable
review of audit records.
A) Document how the agency supports on-demand audit review, analysis, and reporting requirements and after-the-
fact investigations of security incidents.
B) Document how the agency ensures the original content or time ordering of audit records is not altered.

Annotated SSR Template Version 1.1
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Agency SSR Response:

To enable review of audit records, the information system provides an audit reduction and report generation capability. Audit
reduction is a process that manipulates collected audit information and organizes such information in a summary format that is
more meaningful to analysts. Audit reduction and report generation capabilities do not always emanate from the same
information system or from the same organizational entities conducting auditing activities. Audit reduction capability can
include, for example, modern data mining techniques with advanced data filters to identify anomalous behavior in audit
records. The report generation capability provided by the information system can generate customizable reports. Time ordering
of audit records can be a significant issue if the granularity of the timestamp in the record is insufficient.

See IRS Publication 1075 Section 9.3.3.8 (page 55) for further guidance.

IRS Response:

9.3.3.9 AU-8: Time Stamps

Describe how the agency’s information system(s) provides date and time stamps in audit record generation.
A) Document if, and what internal system clocks are used to generate time stamps for audit records.
B) Document how the agency records time stamps for audit records that can be mapped to Coordinated Universal Time
(UTC) or Greenwich Mean Time (GMT).
C) Document if the agency compares and synchronizes the internal information system clocks to approved authoritative
time sources (e.g., NIST, Naval Observatory). (CE1)

Agency SSR Response:
The information system shall provide date and time stamps for use in audit record generation.

See IRS Publication 1075 Section 9.3.3.9 (page 56) for further guidance.

IRS Response:

9.3.3.10 AU-9: Protection of Audit Information

Describe how the agency’s information system(s) protects audit information.
A) Document how the agency’s information systems protect audit information and audit tools from unauthorized
access, modification, and deletion.
B) Document if, and how the agency authorizes access to manage audit functionality only to designated security
administrator(s) or staff other than the system and network administrator. System and network administrators must
not have the ability to modify or delete audit log entries. (CE4)

Agency SSR Response:

The information system protects audit information and audit tools from unauthorized access, modification, and deletion. Audit
information includes all information (e.g., audit records, audit settings, and audit reports) needed to successfully audit
information system activity. This control focuses on technical protection of audit information. Physical protection of audit
information is addressed by media protection controls and physical and environmental protection controls

See IRS Publication 1075 Section 9.3.3.10 (page 56) for further guidance.
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IRS Response:

9.3.3.11 AU-11: Audit Record Retention

Describe how the agency ensures audit information is archived to provide support for after-the-fact investigations of security
incidents and to meet regulatory and agency information retention requirements.
Per Publication 1075, the agency must retain audit records for 7 years.

Agency SSR Response:

To support the audit of activities, all agencies must ensure that audit information is archived for six years to enable the
recreation of computer-related accesses to both the operating system and to the application wherever FTl is stored.

See IRS Publication 1075 Section 9.3.3.11 (page 56) for further guidance.

IRS Response:

9.3.3.12 AU-12: Audit Generation

Describe the audit generation capabilities for the information system and all supporting components storing, processing, or
transmitting FTI. Include how the information system:
A) Provides audit generation capabilities for all auditable events defined in Section 9.3.3.2 (AU-2: Auditable Events).
B) Allows designated agency officials to select which auditable events are to be audited by specific components of the
information system.
C) Generates audit records with the content defined in Section 9.3.3.4 (AU-3: Content of Audit Records).

Agency SSR Response:

Audit records can be generated from many different information system components. The list of audited events is the set of
events for which audits are to be generated. These events are typically a subset of all events for which the information system is
capable of generating audit records. Please document and include if the agency employ any automated tools to facilitate this
process.

See IRS Publication 1075 Section 9.3.3.12 (pages 56-57) for further guidance.

IRS Response:

This requirement applies to outsourced data centers or cloud providers.
The provider must be held accountable to protect and share audit
information with the agency through the contract.

.

9.3.3.13 AU-16: Cross-Agency Auditing N—"

Describe how the agency employs mechanisms for coordinating the access and protection of audit information among
external entities when audit information is transmitted across agency boundaries.
e This requirement applies to outsourced data centers or cloud providers. The provider must be held accountable to
protect and share audit information with the agency through the contract. Refer to Section 9.4.1, Cloud Computing
Environments, and Section 5.4, Controls over Processing, of Publication 1075 for additional requirements.
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Agency SSR Response:
The requirement should be accomplished through MOU’s, SLA’s and contractual agreements.

See IRS Publication 1075 Section 9.3.3.13 (page 58) for further guidance.

IRS Response:

9.3.4 Security Assessment and Authorization (CA)

9.3.4.1 CA-1: Security Assessment and Authorization Policy and Procedures

Describe how the agency maintains and disseminates to designated agency officials:

A) A security assessment and authorization (SA&A) policy that addresses purpose, scope, roles, responsibilities,
management commitment, coordination among organizational entities, and compliance. Please include details
regarding policy review/update.

Per Publication 1075, the agency must review policies, and update as necessary: every three years or if there is a
significant change.

B) Security assessment and authorization procedures to facilitate the policy and CA related security controls. Please
include details regarding procedure review/update.

Per Publication 1075, the agency must review procedures, and update as necessary: annually.

Note: For federal agencies that receive FTI, a NIST compliant SA&A is required in accordance with FISMA. For state or local agencies that
receive FTI, a third-party accreditation is not required. Instead these agencies may internally attest.

Agency SSR Response:

The agency shall develop and update a policy that addresses the processes used to test, validate, and authorize the security
controls used to protect FTI.

See IRS Publication 1075 Section 9.3.4.1 (page 58) for further guidance. /\

(In your response, please include related:
- Policy/Procedures Titles and/or identifier(s)

- Version number

- Approval / Update Dates

Executive Level Approver(s)

A Short narrative describing policy contents and purpose

Please include the agency’s review frequency for both policies and procedures.

\_
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9.3.4.2 CA-2: Security Assessments

Describe how the agency conducts an assessment of the security controls in the information system to ensure the controls
are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security
requirements for the system.

A) Document how the agency develops and a security assessment plan that contains the scope of the assessment
(selected security controls, applicable environments, and assessment roles and responsibilities), and assessment
procedures.

B) Document how the agency assesses security controls applicable to the information system and its environment to
determine the extent to which the controls are implemented correctly, operating as intended, and producing the
desired outcome with respect to meeting established security requirements.

Per Publication 1075, the agency must assess security controls at a minimum of an annual basis.
C) Document if the agency produces a security assessment report that documents the results of the assessment.

D) Document how the agency provides results to the agency’s Authorizing Official.

Agency SSR Response:

The agency shall conduct an assessment of the security controls in the information system, periodically but at least annually, to
ensure the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to
meeting the security requirements for the system. Security assessments: (i) ensure that information security is built into
organizational information systems; (ii) identify weaknesses and deficiencies early in the development process; (iii) provide
essential information needed to make risk-based decisions as part of security authorization processes; and (iv) ensure
compliance to vulnerability mitigation procedures.

See IRS Publication 1075 Section 9.3.4.2 (pages 58-59) for further guidance.

IRS Response:

9.3.4.3 CA-3: System Interconnections

Describe how the agency protects and monitors information system interconnections.
A) Document how the agency authorizes connections from the information system to other information systems
through the use of Interconnection Security Agreements (ISA).
B) Document the content of ISA language, including but not limited to: the interface characteristics, security
requirements, and the nature of the information transmitted.
C) Document how often the agency reviews and updates the system interconnections.
Per Publication 1075, the agency must review and update the system interconnection on an annual basis.
D) Describe how the agency employs a deny-all and allow-by-exception policy for allowing systems that receive,
process, store, or transmit FTI to connect to external information systems. (CE5)

Agency SSR Response:
This control applies to dedicated connections between information systems (i.e., system interconnections) and does not apply
to transitory, user-controlled connections such as email and website browsing. All external system connections must be

supported by an ISA.

See IRS Publication 1075 Section 9.3.4.3 (page 60) for further guidance.

IRS Response:
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9.3.4.4 CA-5: Plan of Action and Milestones

Describe how the agency develops and updates a Plan of Action & Milestones that identifies any deficiencies (identified in
the agency Corrective Agency Plan [CAP], through security control assessments, and continuous monitoring activities)
related to FTI processing.

A) Document if the agency develops a POA&M for the information system to document the agency’s planned remedial
actions to correct weaknesses or deficiencies noted during the assessment of security controls (from CA-2: Security
Assessment) and to reduce or eliminate known vulnerabilities in the system.

B) Define the frequency in which the POA&M is reviewed and updated by the agency.

Per Publication 1075, the agency must update the existing POA&M, at a minimum, on a quarterly basis.

The POA&M must comprise an all-inclusive tool or document for the agency to track vulnerabilities identified by the self-
assessments, continuous monitoring activities, internal inspections, external audits and any other vulnerabilities identified
for information systems that receive, process, store, or transmit FTI. Refer to Section 6.5, Plan of Action and Milestones, of
Publication 1075 for additional information.

Agency SSR Response:
The agency shall develop and update a POA&M that shall identify any deficiencies related to FTI processing.

See IRS Publication 1075 Section 9.3.4.4 (page 60) for further guidance.

IRS Response:

9.3.4.5 CA-6: Security Authorization

Describe how owners of FTI authorize the security controls used to protect FTI before initiating operations. Include how the
agency:
A) Assigns a senior-level executive or manager as the authorizing official for the information system.
B) Ensures that the authorizing official authorizes (through signature approval) the information system for processing
before commencing operations.
C) Updates the security authorization whenever there is a significant change to the system, or every three year